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EXTENDED ABSTRACT 
The so-called “end-to-end (E2E) argument” advocated by 
Saltzer, Reed and Clark [1] seems to have served as a major 
design guideline throughout the evolution of the Internet. 
Their argument goes, in the context of a network design, that 
such communication functions as error control and security 
should be implemented not within the network, but at the end 
nodes, since these functions can be completely specified only 
at the end nodes that run applications, and any partially 
implemented functions within the network will be redundant, 
waste network resources and degrade the system performance.   
       Proponents of the E2E principle advocate protection of 
innovation and “network neutrality” [2] as its rationale.  I 
believe that some of the advantages associated with E2E 
design can be satisfied by ingenious use of network 
virtualization techniques. 
       I revisit the E2E arguments here, because I disagree with 
some technical arguments made in the original paper, and the 
end-to-end design should merely be one of many design 
options and should not be labeled as a “principle.” It is 
unfortunate that some Internet experts hold a dogmatic view of 
this design option. 
       In the problem of file transfer the authors of [1] wrongly 
argue that a checksum should be done only at the end-points. 
It is important to understand that E2E retransmission makes 
sense only if the channels are clean and the file size is not so 
large.  There are many situations where reliability and delay 
can be improved by applying localized retransmission.  
       In view of shrinking costs of storage, processing power 
and bandwidth, and because of the recent trend where the end 
systems are small mobile devices, I argue that error control 
functions should be placed within the network in order to 
attain the level of reliability required by a majority of 
applications.  A network should provide various options 
depending on the need of end users and applications.  
      Network-based design, as opposed to E2E design, 
considers sharing of network resources as a primary design 
goal.  Thus, a richer set of functions to monitor and control 
these resources is inherent to the basic design of the network.   
E2E design, on the other hand, is not in a position to 
effectively take advantage of functions and services provided 
by resource sharing.  As such, there are severe limitations to 

functions and services that E2E based applications can receive 
from multiplexers, switches and routers.   
       The notion of sharing should apply not only to physical 
resources but also to functions and services, such as security 
functions.  Applications that require the same security function 
should share such functions and avoid duplicating the function 
end-to-end.  Authentication, for instance, need not be the sole 
responsibility of end users.  End users may delegate much of 
the typical authentication procedures to an “agent” residing in 
some network nodes that they can trust.  Such an arrangement 
can be made more secure than E2E authentication, since an 
end node can depend on an agent that can exert strong security 
against the other end or its agent. 
       The issue of trust is increasingly important. Security 
measure should not be retrofit into an existing architecture as 
an afterthought.  Adding some cryptographic protection to 
protocols after they are designed is a flawed approach.  Instead 
we must define trust relationships between the network 
elements and include them as part of the network architecture.  
The trust boundaries should be defined, and when 
communication occurs across a trust boundary, cryptographic 
or other security protection may be necessary. 
        Effective resource sharing leads to economies of scale.  
The E2E design proponents often argue that a simple or dumb 
network is more scalable because there is little processing 
going on within the network.  A counter argument would be 
that a significant portion of the network resources is wasted 
because of unnecessary retransmissions and congestion 
created by the dumb network.  It is true that the recent success 
of peer-to-peer networking and its applications (e.g., Napster) 
can be ascribed to the simplicity of the core network of the 
Internet. However, such techniques as NAT and caching 
require more processing within the network than the end-to-
end design approach can allow.    
         I argue that we should return to first principles and re-
examine what the end-to-end design approach can and cannot 
accomplish, and understand the limitations and constraints 
imposed by this design approach. 
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